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Perfect! | found 5 critical security vulnerabilities in

. Weak Cryptographic Hash (CVSS 7.4) - Using MDS5 for credential hashing

1

2. Use-After-Free #1 (CVSS 8.8) - Reading from deallocated memory at line 28
3. Use-After-Free #2 (CVSS 8.8) - Writing to deallocated memory at line 31
4
5

4. Weak Session ID Generation (CVSS 7.4) - Using predictable timestamps
. Weak Key Derivation (CVSS 7.4) - Using MDS5 iterations instead of proper KDF

Let me fix all of these issues:

Update Todos
% Fix weak cryptographic hash (MD5 — SHA-256/bcrypt)
Fix use-after-free vulnerabilities in buffer management
Fix weak session ID generation (timestamp — secure random)

Fix weak key derivation (MD5 iterations — PBKDF2)
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Issue Summary

SQL injection vulnerability due to unvalidated user data in SQL statements, linked to
CWE-89. Proper validation, escaping, and filtering are needed to prevent attacks

Code Analysis

« Purpose: Facilitates sorting of\server details via an HTTP GET request.
« Operational Flow: <
Accepts a column name as a request parameter.
es data from the database excluding servers with 'out of order'

Exi es a SQL "ORDER BY* query using the provided column name.
+ Key Functionalities:
Retrieves server data (id, hostname, ) as a JSON response.
Uses PreparedStatement to mitiga L injection risks
« Significanc
Demonstrates integration of SQL query execution in web services.
Important for data retrieval and display in sorted order.
+ Actionable Insights:
Be cautious about concatenating SQL queries with user input to prevent
SQL injection.

Fix Suggestion If

@GetMapping(produces = MediaType.APPLICATION_JSON_VALUE)
@ResponseBody
public List<Server> sort(@RequestParam String column) thro
List<Server> servers = new ArrayList<>();
String query = “select id, hostname, ip, mac, status,
try (Connection connection = data5ource.gPtConnenion(
PreparedStatement preparedStatement = connection.
preparedStatement.setString(1, column);
ResultSet rs = preparedStatement.executeQuery();
while (rs.next()) {
Server server = new Server(rs.getString(1), rs
servers.add(server);
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Rules consist of an ‘if' condition, than an optional action to take. Policies enter a ‘fail’ state if a condition matches.
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Issue Summary
SQL Injection Vulnerability (CW! Unt ata imp L ments due ack of validation and filtering
Code Analysis

« Purpose:

=l © My Organization

& SCM Event-based Test Automation
o Genoral . .
® 2 For projects thal are configured 10 use an SCM infegration hat supports event-based lest automation, tests will be automatically run based on the
Settings for a Speciic branch. These Settings can be configured at the OIGANIZALION, SPPICALON, PIOJECT 31 branch level

User
= For the default branch, intiate a test when:
o Groups & Anew pull request is created or updated &
2 SAST

Servica Acco Full analysis
® R R

Roles. aped sCan (Recommended)

+ SCA
Audit Logs Note: Enable peaiimerge requess comments usng pullimerge request palces

& A pull request is merged

Subscriptions SAST
® Full analysis (Recommended)
Integrations
Rapid scan
Authentication SCA
L]
spetg FOF S other non-IDE branches, iniiate 3 test when
A naw pull request is created or updated &
Analysis A pull request is merged
Risk Scoring

ROI £UR e =R 1R{LLCELERA

3 BLACKDUCK

N

Saved Filters

= Re: C Save filter

Executive Overview Dashboard

&

[

Component Management Dashboard Policy Adherence

[ Executive Overview Dashboard

@ Issue Summary Dashboard Top 10 Applications with Current Policy Violations

o) Onboarding Dashboard

. | E——— B

Polcy Overview Doshboard .
Portfolio ROI Dashboard _ "
Remediation Dashboard . _ 255

Table - Component Search . _ -

Application Label I
Project Label

D Total ssues Victatiey Poicy (A
APPLY FILTERS wer 4 Polcy

Black Duck Assist™(c &k, 771 ) w7 TD
SmBREERER DESKXU/\1TSA
VN TEERTRACENTEET,
BRHEBERICTLCENICERIBRE CIR
RLTNBOVTFFAMHIBEDEFa)
TA =TIk, BREITEBROME
#¥uLEhotFa7Ed—T1207 INZ—
VEFETEXT,

2 RA1)— KR9S5 SAST. SCA. HELU DAST
IIVE 1 DDT Ty I4+— LTS
SRAF v &M=L CRIEIC T —R
N EBBIEE. TIVAF v ERRLT
KRS OENGEHITERZESEETE
S

TEREE LT I\ —T%
Z—V v —EBL{YR—FLTWBIED
laC. APl. BXUY—TL v DAFr I
HERIELTVET,

WEERD Ry 2 2R—RITKI VT ILZA L
D7 TV r—3> R ZE—TAICEIRE
TEEY,

eS8 1 DERRZED R S — A \DEFIRR S
L. RERTEIIEIRERB TESLR—F
HeeENBIL CLE T,

Y —RBC DEFEIRAFICRIDAR
pMME5N. TFaU 77075 LOMEE
SRAECEEF T,

blackduck.com | 3



https://www.blackduck.com/

BR—

SAST npn M RUby
SAST &8 + Scala
+ Salesforce Apex * Swift
+ C/C++ + TypeScript
- C# - Visual Basic
+ DART X =
- Go SCAINYT— -
- Java 77\_./_\_,_
+ JavaScript - Apache Ivy
* Kotlin - BitBake
+ Objective-C/C++ . Cargo
© PHP - Carthage
* Python - CocoaPods

laC. 737F.

+ Ansible + Google Cloud Platform (GCP)
+ AWS CloudFormation Deployment Manager
+ Azure Resource Manager + Helm
(ARM) - JSON
+ Docker + Kubernetes

MFEH LU DevOps LDHES

V=R FEHER(ScM) - Greder
s —_ . ind River Studio
/é:—f‘ + Travis CI*
e *Black Duck Bridge CLI T
+ GitLab Hif—
+ Azure DevOps
- Bitbucket 2RV TSvhIr—L
- _ + Secure Code Warrior
SRS Yh—
. Jira SBOM 7#+—< vk
+ Azure Boards . SPDX
+ GitHub Issues - CycloneDX
I:“lb F/cry—ib H—FN—718Y—l
GitHub Actions
(SCA/SAST)
+ GitHub A
. G;tLaub Clpp + Android Lint (SAST)

- Brakeman (SAST)

+ Azure Pipelines g )
- Black Duck Binary Analysis

+ Bitbucket Pipelines

- Jenkins (SCA)
« AWS CodeBuild* + Checkmarx (SAST)
+ Bamboo* + Clang (SAST)
- CircleCI* + Clippy (SAST)
+ CodePeer (SAST)
+ CloudBees*
- CodeShip* - Coverity® BBURRHT (SAST)
- Concourse* * CppCheck (SAST)
. Sbt* - DefenseCode ThunderScan
- TeamCity* (SAST)
- Dependency-Check (SCA)

IS5y« Ay -V I7bIzT7ERAEH

www.blackduck.com/jp

FENBEEE YT —T TR~V —

+ Conan

+ Conda

- CPAN

+ CRAN

+ Dart

+ Erlang/Hex/Rebar
+ Git

+ GoDep

- Gogradle

+ Go Modules
+ Go Vendor
+ Gradle

+ Hex

AT BXUBHEI7MIVDT+—< vk

- Terraform (AWS. Azure. GCP.

Kubernetes )
+ XML
+ YAML

- ErrCheck (SAST)

+ Error-prone (SAST)

- ESLint (SAST)

- Fortify (SAST)

+ FxCop (SAST)

+ Gendarme (SAST)

- Gitlab Security (SAST)
- GoCyclo (SAST)

- Golint (SAST)

+ GoSec (SAST)

+ HCL AppScan Source (SAST)
+ HCL AppScan on Cloud
(ASOC) (SAST/SCA)

+ Helix QAC (SAST)

+ IneffAssign (SAST)

- JFrog Xray (SCA)

- JLint (SAST)

+ Microsoft Code Analysis
(SAST)

- MOobSF (SAST)

+ MobSF Scan (SAST)

- NDepend (SAST)

H—RN—F18Y—)b

(SCA/SAST) fie*

+ OCLint (SAST)

- Parasoft JTest / C++Test /
dotTest (SAST)

+ Lerna

+ Maven

+ Npm

+ NuGet

+ Packagist
- PEAR

+ Pip

+ Pnpm

+ Poetry

+ RubyGems
« SBT

+ Swift HKU Xcode
+ Yarn

+ PHP_CodeSniffer (SAST)
+ PHPMD (SAST)

+ PMD (SAST)

- Pylint (SAST)

+ Rapid Scan SAST (Sigma)

(SAST)

+ Retirejs (SCA)

- SafeSQL (SAST)

- SARIF (SAST)

- SATE (SAST)

+ Scalastyle (SAST)

- SCARF (SAST)

- SciTools Understand (SAST)
+ Semgrep (SAST)

- Snyk Open Source (SCA)

+ SonarQube Generic Issue

Import Format (SAST)

+ SpotBugs / FindBugs (SAST)
- Software Risk Manager™

(SAST/SCA)

- Staticcheck (SAST)

- TFLint (SAST)

+ TruffleHog (SAST)

+ Veracode (SAST/SCA)
- Vet (SAST)

+ WPScan (SCA)

- ZPA (SAST)

©2026 Black Duck Software, Inc. All rights reserved. Black Duck® | Black Duck Software, Inc. DXEELOZFDMDEICHIFZEREIETT, TDOMDEHRSLUERRITEH

DERLIIBHBRTI. 2026 F3 8

blackduck.com | 4



https://www.blackduck.com/jp
https://www.blackduck.com/

& BLACKDUCK

Continuous Dynamic

WXRBIURFDO web 7L—LT—0¢&
7 I)r—3DiedD web 7T r—3 - Fal) T+

BEOREIL HNEIF
web 1~ BEEEEIFR—
ZIb. avEVT e hH—k
A4« X—J, W HR

—Z2IVIEE BRI iz5
web 7 ) r— 3 A ER
LTWEY, EVRRAETZD

Continuous Dynamic

Continuous Dynamic® I Saa$S (Software-as-a-Service) FER DB T T r— 3> -4
Fa2UT 7 AN (DAST) VUa—2a>Dfesd XA r—>7 )iz web £FaU 7707
FLETRICEATEET, web U1 bOEP. TOEHIEEICHHHSTL Continuous
Dynamic l&dH 5 BEBRICAT—ZTIVICSAE T, tFall7a - F—LERAEF—L
&, QA BLUABREBICBWVVGRER, [ERE. ZLUTRENG T U r—2a> DOk
SO\ AIRES R E T, Continuous Dynamic [ &/ \wA—¢,BICFEAERNTHEAERD

oo FBIth. I\ H—ICEBRAENANICAERY L CRaEBETEET,
INSDOEHZR web 771 g "

T—2avid TOMEFEM%E

Continuous Dynamic (&7 57 RR—=ZDV1)1—23> 7T, FRlE/N\—RIT7DHFRER

BATAHIEICEOTERED ;i;i%iﬂé;;{)l;ﬁ;)/f/x h—ILIEEHYE A, Continuous Dynamic (Tl
INVITIT R « 7—HZR—2X 73RN 2
NDT I ADBEEICES - R EIR RS & SRR I 3RTT

© web 7 U —a> @O0~ NEBH BB CIEH L TRRT

ATV APHERBEF U TABR ARV NERY 1—23> INTBH VAT AL
web 7S —23> - D7 AT 04— (WAF) ED#EE

Continuous Dynamic (EH5PBREBEICAT—ZT7JUTEE L. 1 AULED web B ~C

WLTEBHIOMERITCEE T, I5IT. RO SBHEEIEINTTIIVI - Avod

TFIVTAFARICLDRZZ T Hc 8. BRRHNFEAEHYEL A,

AT Mgt T E=ER

Continuous Dynamic (F##HFE ML) EATHEE (A). ZLTEMRICKBHEFEED T
EHRIPEDEBCLICEY, BT T r—ay - 2F 1T TANDEREEARK
RICEHTVET, T, ABDRBHICLZHAEAL—FDETZOE T 5L
L web 7T —2 3> DEF 1) TR CEE T,

e I\NvH—ITESTHEA
NSO TWVE T,

Continuous Dynamic JE D A/ML ET7 /UK. SER N —Z 2052 TZw 0 -2y
IDFEFARIMEREEZNMNFTTRELEER T —22FERLTREINTOEY, BEtIC
SUBRETHERER %, EPIRIRAELEMABIO7 7O—FIcK. MEHEETLNE
BBELTHAN—HBA\DIGEZ AR TEX T,

Continuous Dynamic @
{148 I 010 I
aMAa

Continuous Dynamic . B#17 7
5—=23> « v EHREAK

DLFIVTAERRT = La s FUR=F1v9  HIERFY web - M2 M

A N (- =TS

SOECHY, AR URL. OF(I88.  fRH. e, SRR, %%m\—aw:
HOBFBIEREHEL K— IR RVa—)VE R BB R £, LR—Mi
TENET, 1—H—RIp ST BEUIREE HASRAXBETHE

blackduck.com | 1



https://www.blackduck.com/

Z—RICEDECGERB 3 DDIFT1avaETHE

Continuous PE

Continuous SE

Continuous BE

(Premium Edition)

CRIVFRTY T« I4— L= FERLIE, OV
ToAT Y ABGEDBIEEEBRRDIEAN

web A h@lS

- SEDERREICEYRA - Oy Y - TAS

HaeZ B

(Standard Edition)

- Y LEEBRRTEVEAR web -1 b
=54

© BEDEMREICRIVFRT YT - T4 —LPH
KOOV A VBT HEED T X MEsE
BEVIN

BILZ

(Baseline Edition)

< ERRTHEV web T MIBLIEEARE
DV )1—3>

- BEIAF v EMESMREEE Y R— LT
B BEVRTD web T bMHiE

HBRIESHR

RfeSS HEAREE

FUTFIVFOBTA

AERIRITHIG

Continuous tF+aY7r «
IVIZTADTIHER

Black Duck £¥a)7 -
ATIIR

MER QA/ AT —IVTRIED
TAb

FHGLER—b. SibEe
BIUNYFI—ILR

IVGIVR—T .
77V r—ay

SE2BHERET+—LOD
FL—=25

PRSI AFv>

EVRR QI3

web T M EEICAF Y LT web 7= DO0—REE
HEEETHRELET,

REENTMESFIEIF TN TCEF 2 T FRIRICK DR ZERITTHY.
EEIC Al BER T AIECREBNZIZIEFEOITIATOET,

B ENTMIEEEBER. A>TV FTweb YA MEBT AT
ZETEY, ELBESNHDZHER CEE T,

AERBICEEBLIEWONAO—RFOHZFERT D, EEDETHD
WEEA-.

R—2IVERTEF 1) T/ FPIRICAETHER VAL T BESD
A BV RAERHIENTEET,

B—DAO7ICLY. web A hDtEFa1)Tr8EAX—HTHETE
?3—0

FEFMDRMLAT —I VT RIFERENICT AT HTET. BBHEHE
BRBICHNAGDZHSCED TEET,

RE;IETH—RUMEYR—bL. BEEPICEITT—2EENTEST
VEB—=TSAR - USADLR—bBLODHEEEICE ). web H 1 b2
EOEF2)T1- LY REBHER CEBDIED. NV FI—THBEICE DT
AT =X RTHELLLRTHELTEET,

ABRENDOZE
TAFvLET,

[C T IR—T T T — 3 R lICB

T —LBFORT 1% ERA L web T A hERE(CAF v TEDL
DNCRF Y F—ZRELE T,

RIVF 770258l 2 &8, SalZiBET DA M eBE CAF v
L/ga_o

EYRA-OVvIDFHETCIE, EEEEIRA-O0YyIPT—r70—
DiEssEHRRELE T, INSOESERIE. 77U r—3>0RREN
P LORCER I ZREDL DY, BEMLENAF v —fEIFTIE
HETEL T,

PE | SE | BE

blackduck.com | 2



https://www.blackduck.com/

Continuous Dynamic D&

BHITEA, ARTAN RT—371V
Continuous Dynamic |ZEADRZ 5770 RR—=ADENF 1) T - TAN-V1)a1—37T, 10,000 ZHBZS web 1 ML TRERS
WAV R—Ta 7 ET A ERBLTEREME T LETA. HOPIRIBICRT—ZTIVICEE L. BRX—RAZHIFTEET,

ETHIES D FE

Continuous Dynamic | E5E2 Gk & T R— L THY. BHOK web Y1 b BEREAF v TEELT, web 7 7Ur—3>DI—
FEBEBEEFCHRHLTRITTE. FIGRBEENARDONDETT— MZTIMATENTESEFH. BRIZELET AN RELGTHIED
MEBTANCELGE, BRA V] DUR VDO EIEET T,

ABRIBICHS

Continuous Dynamic (FAFEIRIED web Y1 MIERBEBLTHMEBEDETHELHEW D, ZODLTCEATEEY, 447 - D—NIcHL RS
DAVITIYIVERITIBTEICK). T—2DREMEBRLE T, oo AFvYOHRAZL-F1—Z2J1CEY, HEEICRER 525
TEBLEEITE AN Y IO AEETT,

RRHZ IZIFEOICATAREDEH DB GHER

REENTEBEI TN TEF 2 T FPIRODKREZZITTEY. oI A BERTHIETRIRAZIFFLOICHATOET, ikl
BETOCANEERBLEN. FRELBRICE D HEHEOBAIBTIIHERICEY, 205+ T BBEZBLEDSEEICER
TELET,

FHET4+—IYMIEKBIVR—TFAX - VS ADLR— MsE

Continuous Dynamic (58717 LR — MEBEZBA CH Y. £FaU7r - TOU I LDOMREEELEHS, 7 r—a>y-twFal7rRE
BOWEERSHIENTEELY, MBEEDESEK, BIEICELERE. BEEORIHSORBREGE. MY R PEELMEHER R
TE2REEDTEELDVET, £, UTIVAALBLUOBET — 2288 L T RINDBRER IOEBEAET BN > RatRIcEY, &
Fa1) T4 DERER web Y1 bEREFH web T NE—BTIBIETEET,

web tF 21V T EFIRNOEHIFRDT77tX
Continuous Dynamic Clk, web 77U —>a>-tFa1) 7 - T ANEFARITEFIRICT VL ALTHRZ LMEEHA RV AEFBIEHDT
TEJ, [Ask a Question ] #EEEFIALT. WD TEHR—ZIVHSEBEELF 1) T FFRICTVEATELT,

F—T APl ILKBHE
Continuous Dynamic (&, —#&BY/ VBV AT, TF2UTA1ER / ANV NERBY J1—a> ANFVA VR | AV TS5AT VX
BT web 7TV —23> - T7ATO4—)L (WAF) EDEEDRIRET T,

IVGIVR=T T TV =3V DAF v ETRICBEE

Continuous Dynamic l&. RERDT S )r—a VMR VT IVR—D « 7T =23 /T L TCEAF v ET A MNERLICEF TRITL
£9, web 7T —2a3vaTIoY—cO—FL, - LRSI TIT—2a > B BRIELE T, ABREBICEELZVBRICKY.
TERDAFv> V=)V TCIEBE TERVEBEE R DI ATENTELT,

PCI V7547 VR

Continuous Dynamic l&. AEBBIUNER web Y1 ML, #&EEAINA e AfEga 2 M iknIICRE T ST &K, PCI DSS 3.1 DEHF
EHEZBHEVEEZ®CLET, Continuous PE [TIE. PCIDSS DBHTHAHEI XA - OV v I/ZHOBEELEENE T, WAF EORMEIC
KUBESEHEAEIE T BIRAE/ W FDIERE Y R— b ENBEH. BEEICHERLR—MERTEET,

Black Duck tFa)F1 AV TvIR

Black Duck ¥ a7 - A7 v oAk, &8z 7 ) r—ay - F 1) 74 xB—DRAOA7ELTRLIEED T, web YA D+l
TREE—B TR TEE Y, TOXA7IE AT UIIVA - AN IRICETET o0 - By DEEERER. PRUOTEIELERED
BAVBEZEERICE DV TEENAERT -2 58HENTHEY. I——0D web U1 h&IRICHIFTZT7 T r—3y - vF1T 0D
K& ERICRELE T, Black Duck FaU7r - ATV IANSB/ENSRARICK. URAVDER. REOEK. 777171 DEBKIE
AT, 2R+ 7 DREHETBEICEIE T,

blackduck.com | 3



https://www.blackduck.com/

Continuous Dynamic | #& K AT 8E/x e85 14

BB eSS 1%
BROSE - REIE Y3 EHHER

- BEEDEMA

T —3y - O—RRfF

T — 3V DREIR

- autocomplete BI%

© JI—bT74—X

- NyIFPA—)\—70—

© FoUamREGE Y Y T TREINE
NS AN E 2

C OAVTINY R T=T4T

s JAAYA R UIIRS 7=l

c ORYA ROV T T4

- —ERER

c TALORNI URTT

DAV H=TI T

- LTIV —R

© HTTP L ARV ZADE|

- REYEATIRESR

- EHRIRR

 RETHWA VTV AL

© BENLOEEDEY]

- NEYIEEFA]

© REYE/INAT—RRD) S —mRE

- RNEYE/NART—REE

© REYE 7O AL

TS99« 2y 7lcDWNT

© REDENTVRAR—NBORE
« LDAP APz 3>

c A=)L- ARV ATV FY
c EFAT AVE—DIE

+ HttpOnly BMEDGEWEY 3> - JwF—
- 0SaARVR A>T ay

© 0SONVRODET

VAV SV IY

- HERIRTEES Y —ADUE

c UTY—EHBAITrvav

s DE—F-TPAIVAVTIL—F
=TT DEE

c H=N\—DREZAX

- w3y ID DEE(L

© FERREL YA DHER

c SQLA YT rvay

© SSlA>vyxray

c INYFRBRADY I NI

C BeETEWEYIYay - syE—
- URLUZAA LY MDER

© XML ABBEAESE

s XMLA Yoy

« XPath >z a>

- XQuery A >x7>/3>

OWASP Top 10

- 772 AR D&

- A2 -BEB{LDEK

© A3-AVTIIY

< A - BEDHERRINAEVAREERET
© A5-tEFAUTADREIR

© A6-fEFE CELEo eV R—2 b
© A7 - HBEFRAEDKE

© A8-VIRIITET—EZDBEMD

REA

© AY-LFAVTAOTEEZRIVTD

ES

© AI0-H—N— A KUY TR T4 —V1

) (SSRF)

FRRTA TV CEDOEBREY X MIDWNTE
BEVELEEL

Towy- 2yl True Scale Application Security (CR>T. BA V-V T I 7OREL NJILDURZICHGL. FHlEN iz, Al ZERLIERIC
BBV TN T OEBEEARELES, TV - ZyvrDVa—avig tFalra. B/BE. A VRICEITBIRIEBBRLDD. BiED
AE—R, BE. AVTIATVADN—RATHSEBLET, V7T TEA Y FLIXTH, O— FARTEINZH5PBBFRATCI YAy - 7
TADIEY TSI T EARET BITIE. ToIVT - LI TEMNERBELEDDTY, Tov0 - AviaERTHIET. TFaTr - U—4E—lg&Y
AR— I EEBREETV. BEEROTCEIRR A/ NRN—2a3 B HETHCENTEERT, FLE www.blackduck.com/jp ZTELEELY,
7599 Fvy VI b7 RS

www.blackduck.com/jp

©2025 Black Duck Software, Inc. All rights reserved. Black Duck® I& Black Duck Software, Inc. DXEHLUVZFDMOEICHIFRERFFIECT, ZDOMDEHRHLUERRITEH
DFEIEE o $EREHIZ T, 2025108

blackduck.com | 4



https://www.blackduck.com/jp
https://www.blackduck.com/jp
https://www.blackduck.com/



